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DEFINITION

DHL SHIPMENT TRACKING - UNIFIED PUSH AP1 101 Standard (request response) API
Consumer @
“What is the
A “Push” API proactively pushes updates to a user, so there is current status of
no need to make a call every time they want to check a status. AP my shipment?”

Different to other APIs, Shipment Tracking - Unified Push calls
are composed in the “Body” section.

Push API

Although this API “unifies” the sources of shipment data
information, it does not provide a “unified” structure in the
response. Then, the response structure you can get from Consumer
tracking a Post and Parcel Germany shipment can be different
to the one of an Express shipment.

“The status of

hipment
A P I your s
has changed.”
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ACCESS

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

Register in the DHL Developer Portal: https://developer.dhl.com/user/register

Deutsche Post QY  _ERAF&E _ AP| Developer Portal APIsn/ Documentation  HelpCenter @ ENN, Register  Login

REGISTER

First names 2 CREATE ADEVELOPER ACCOUNT

With an account, you can access more in-depth information and start
managing your access 1o our APIs

ast namese

v VERIFY YOUR DEVELOPER ACCOUNT

We'll send you an e-mail to verity your application. Open the email and click
on the verify link. This will activate your account. (Check your spam folder if
you can‘t find the e-mail message.)

i} CREATE YOUR APPLICATIONS
Usernames
As 500N a5 YOUr ACCOUNT IS active, you can start Managing your access to the
APIs. For example, you can request AP keys for applications you've created
Note: additional verification steps may be required for some of our APIs
Company Namese
ALREADY HAVE AN ACCOUNT? Slaninhere
Countrys
Your country ~

Log in as a DHL employee

Site language

English ~

N
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https://developer.dhl.com/user/register
https://developer.dhl.com/user/register

ACCESS

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

Go to the APl documentation: https://developer.dhl.com/api-
reference/shipment-tracking-unified-push#get-started-section

Click on the “Get Access” button: /_\

Fill out the form and send

DeutschePost \QF _EPAFE _ 4P| Developer Portal APls\s Documentation  HelpCenter @ ENw q\l/.r. =

| Ge ((MyJ

Shipment Tracking - Unified - Push

View Edit Qutline Delete Revisions Clone Translate
——
M Getstarted v . . .
Shipment Tracking - Unified - Push
Overview o
Divisien: DHL Group
User Guide >
Best for:
Legal Terms * Providing access to the shipment status at any time
s * Integrating all types of Deutsche Post DHL shipments
<> Reference Docs + Multiple shipments (e.g. eCommerce, Express, Freight, Letter, Parcel, etc.)
& Downloads This is the push version of the Shipment Tracking Unified API which proactive sends
updates.
) Release Notes > Region: Global

Used for: Tracking

Overview

‘With the proactive tracking notification, users of the DHL Shipment Tracking APl can
now receive push notifications on the status of their shipments, including delivery time

and routing updates etc

You can subscribe for updates in two ways

Doutsche Post ' ERMFL . API Developer Portal

APls\s Documentation  Help Center

ACCESS REQUEST: SHIPMENT TRACKING - UNIFIED PUSH API

View dit Manage fields Manage torm display Manage display Translate contact form
— ——
Your name
Are you already a DHL customer 2w
Selecta value
In case you are already a DHL customer, please add your DHL shipping account numbers, plus related country and DHL division per account

_based on TrackinglD*

r—=) 7/ 4
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How many shipments does your company send on average with DHL mon

Send yourself a copy

~ |



https://developer.dhl.com/api-reference/shipment-tracking-unified-push#get-started-section
https://developer.dhl.com/api-reference/shipment-tracking-unified-push#get-started-section

USE FLOW

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

Request:

Create a subscription to a tracking ID or

Account number

@ .
>
Customer Waiter
User or UTAPI Push
Application
Request:
Activate a subscription to a tracking ID
or Account number using subscription
2 ID + secret - Ifit’s Account ID, a DHL AP
admin must do yet another activation
@ .
»

Customer Waiter
User or UTAPI Push
Application

Group

®

| ———)

Interface
Webhook system confirms
subscription creation +
“subscription ID” and “secret

®

| ———)

Interface
Webhook system displays
subscription activation
confirmation

”

New events occur
related to a shipment
with a subscription

o
35

vvyy

Kitchen
Application or
Source

Waiter

Events are communicated to UTAPI Push
' n UTAPI Push

<

| s— —
- Events are pushed to
the user’s webhook

interface

Request: API stops
Delete a pushing events
subscription to the Interface

X

Waiter
UTAPI Push

@

| —— —)

Interface
Webhook
system



THE “WHY” OF THE API

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

Customers, merchants and marketplaces always want the
most up-to-date information about their shipments. With
the regular UTAPI, they must send a request every time they
want to know the status.

Some users want updated information up to the minute,

and they bombard the API with requests, quickly consuming
their quota. This process is costly and not the most efficient.

Standard (request response) API

Consumer
“What is the
current status of
my shipment?”
API

r—=) 7/ 4
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UTAPI Push solves this issue by proactively sending
notifications to the user whenever there’s a new event
update related to a subscribed shipment.

In this way, users don’t need to program to knock our door

several times a day, but simply wait until we send them the
new notifications, and then they can program their systems
to work with them.

Push API

Consumer

“The status of

hipment
APl yours
has changed.”




THE “WHY” OF THE API

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

The added benefits are the same
as the general Shipment Tracking
—Unified API.

Merchants can use this data to
provide up to date notifications to
their customers about their
shipments, instead of making the
customer open a new tab and
consult on DHL.

Our Push API makes this possible
by providing the event status data
to the merchants or marketplaces
in a machine-readable format
that can be easily adapted to their
user interface.
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Track shipment

& Todashboard

\

7
)

~

e

DHL shipment
0034043431 50000000

Delivery successful.

Detailed tracking history —
We, 22.11.2023, 20:38
The recipient has picked up the shipment from the PACKSTATION

We, 22.11.2023,17:11, Bonn

We, 22.11.2023, 09:51
We, 22.11.2023, 09:51

Shoes.com K’p
Your order status

et

1SPERE

Fashion shoes

Size 40 EU Detailed tracking history

& We, 22.11.2023, 2038
Leather
Purple u. n Il.:rj:x ‘n . hh_" .
New

Wie, 22.11.2023,09:51

We, 22.11.2023,09:51

More shoes like this

et & e


https://developer.dhl.com/api-reference/shipment-tracking
https://developer.dhl.com/api-reference/shipment-tracking

SCOPE

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

This Push APl does not support every single kind of shipment and service offered by the DHL group.
The list and the supported services are constantly updated in the documentation’s Scope. Please check the most recent version on the website.

Service availability as of August of 2024:

DHL Parcel Germany
Subscription by shipment ID: No
Subscription by account ID: No

DHL Post Germany (post-de)
Subscription by shipment ID: Yes*
Subscription by account ID: No

DHL Global Forwarding SBR** (dgf)

Subscription by shipment ID: Yes
Subscription by account ID: Yes

DHL Global Forwarding Sameday (sameday)

Subscription by shipment ID: Yes
Subscription by account ID: Yes

*The API supports Registered mail. Internetmarke is not included.

Subscription by shipment ID: No
Subscription by account ID: No

DHL Parcel Connect (ecommerce-europe)
Subscription by shipment ID: Yes
Subscription by account ID: Yes

DHL eCommerce BENELUX (parcel-nl)
Subscription by shipment ID: Yes
Subscription by account ID: No

PPL (DHL eCommerce Czechia) (ecommerce-ppl)
Subscription by shipment ID: Yes
Subscription by account ID: No

DHL eCommerce UK (parcel-uk)
Subscription by shipment ID: Yes
Subscription by accountID: Yes

DHL eCommerce Iberia (ES, PT)
Subscription by shipment ID: No
Subscription by account ID: No

DHL eCommerce Americas
Subscription by shipment ID: No
Subscription by account ID: No

DHL eCommerce APAC
Subscription by shipment ID: No
Subscription by account ID: No

DHL Freight
Subscription by shipment ID: No
Subscription by account ID: No

DHL Supply Chain
Subscription by shipment ID: No
Subscription by account ID: No

- Registered mail is the service customers get at the DHL service points; Internetmarke are stamps customers can print at home and put directly on envelopes.

**SBR: Star Broker
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https://developer.dhl.com/api-reference/shipment-tracking-unified-push#get-started-section/overview

SETTING UP THE API

DHL SHIPMENT TRACKING-UNIFIED PUSHAPI 101
In order to directly an easily test the API, please install the
provided Postman collection on the APl documentation:

https://developer.dhl.com/api-reference/shipment-tracking-
unified-push#downloads-section

M GetStarted >
<> Reference Docs
Downloads
i Downloads
By downloading any file, you accept our Terms of Use
() Release Notes >
Open API Specification File +
—_——— e e —
r Group Shipment Tracking Push.postman_collection.json +
—
specification of a consumer web-hook endpoint +
r—=) 7/ 4
=l v  ——
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A user will also need to connecta Webhook system to our Push API,
where the responses and notifications can be fed into.

For testing purposes, the following website can be used:
https://webhook.site/

Webhook.site lets you easily inspect, test and run scripts and workflows for any incoming HTTP request or e-mail. What's a webhook?

Thess addresses were generatad for you just now, and anything you send will be logged here instantly — you don't even have to refresh!

Waiting for firs! request... I Your unique URL 1
] % Gopy

https://webhook.site/92796dbf-85f0-4409-b2d9-4140c7af8891

% Open in new tab €5 Examples

Your unique email address

92796dbf-8570-44a9-b2d9-4J40c7af8891@email .webhook.site scoy =s

Forward to localhost "~

$ whcli forward --token=92796dbf-85f@-4409-b2d9-4140c7af8891 --target=https://localhd

The given URL in this section will need to be provided
later when doing the Create Request to the API


https://developer.dhl.com/api-reference/shipment-tracking-unified-push#downloads-section
https://developer.dhl.com/api-reference/shipment-tracking-unified-push#downloads-section
https://webhook.site/

ENVIRONMENTS

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

An Environment is an instance where a given system works. For APIs, there are often Production, Acceptance, Test and Development
environments, all living at once.

This Push API does only offer the Production environment to users, they will use it for their regular operations and must use it as
well for user testing in case it’s needed.

Even though there are more environments, these are restricted to developers-use only.

Production Environment URL/URI address:

https://api-eu.dhl.com/tracking/push/vl

N
N

Group



ENDPOINTS

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

An Endpointis a specific “location” within an API that can accept requests and send back responses. UTAPI PUSH has multiple Endpoints:

» POST create subscription (by Account) — —> This endpoint creates a subscription request for an account ID

> POST create subscription (by Shipment) — = This endpoint creates a subscription request for a shipment ID

» POST activate ———————————— > This endpoint activates a previously requested creation of account or shipment ID

>  GET get subscriptions — ——————— > This endpoint gets all subscriptions (account or shipment) related to an API key

>  GET get subscription details ————— > This endpoint gets all subscription details related to one subscription ID ===
DEL delete subscription Copy ————-3 > This endpoint deletes a subscription, be it account ID or shipment ID LGET_ —

PATCH
DELETE

HEAD

Make sure the right Endpoint
is selected, otherwise the call
won’t be successful

OPTIONS

r—=) 7/ 4
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AUTHENTICATION

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

Different to the regular Shipment Tracking — Unified API, for the Push solution the users will need initially their APl key to create a subscription.
Then they will need the “subscription ID” and a “secret” to activate a subscription. More details on how to use the APl in the following slides.

Request Details Permalink Raw content Copy as v Headers

468be2428eb connection close

hittps-//webhook site/eb07b,

Authentication for 5ubscr|pt|on Creation: Host 34407.8418 Wnos Shodan Netiy host webhook . site
Date 01/12/2024 3:04:06 PM (10 minutes ago) content-type application/ison
Size 258 bytes dnl-api-hook-secret  zlexa
e create subscription (by Shipment) Time 0.001 sec correlation-id 4c4¢3300-Cae3-4660-00d5- 2e5F 1860009
D 5bi37ch8-foba-4bb5-a1eb-30502a447008 content-length 258
POST v https:/fapi-eu.dhl.com/tracking/push/v1/subscription Query strings Form values
{empty (empty
Params  Authorization  Headers (9)  Bodye  Pre-request Script  Tests  Settings Files . .
—_— Authentication
Host @ <calculated when request is sent> Raw Gontent EFormat JSON B Word-Wrap  Cony f P
’ or Subscription
User-Agent @ PostmanRuntime/7.36.1 { S — Activation:
"https://api-eu.dhl.con/tracking/push/vl/subscriptiof/aa16f3e7-5F32-4665-8583-051bbebcbddf"
Accept @] =
" i activate
[ Accept-Encodin zip, deflate, br ST IR Sy : "
a & Y @ g, g : koD com TG AT AT oTtaken
Conrection @ keep-alive g ros v https://api-eu.dhl.comitracking/push/vi/subscription/aal6t 3e7-5132-4665-8583- 05 bbebeb 4!
© alp
— — — — —
DHL-API-Key _KE —
I — Headers (3)
Host @ <calculated when request is sent>

User-Agent @ PostmanRuntime/7.36.1

a
Header text must be Accept-Encading ) gaip, defiate, b
exactly “DHL-API-Key” Errera keep-alive
DHL-API-Hook-Secret 21sxajZ2ZeqkDEzZH3KSgme The 5
DHL-API-Key https:|

y—= ).~/
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AUTHENTICATION

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

When creating a subscription request, you may also add additional lines to provider a Header authentication (commonly an API key to your
webhook system — Please note that such header and token are different to your DHL Developer Account app API key).

Below examples of the Body text subscription creation request with the additional authentication lines:

Account ID subscription creation:

{
"hook™": {
"uri": "ADD HERE THE URL OF YOUR WEBHOOK SYSTEM",
"authentication": {
"type": "ApiKeyAuthentication”,
"header":"ApiKey",

"token":"ADD HERE YOUR AUTHENTICATION CHARACTERS"

}
3
"format": "Default",
"type": "Account”,
"service":"ADD HERE THE SERVICE",
"events": [

"Transit", "Delivered", "Pre-Transit", "Failure”, "Unknown"
1
"accountID";: "ADD HERE THE ACCOUNT ID"

}

r—=) 7/ 4
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Shipment ID subscription creation:

{
"hook": {
"uri": "ADD HERE YOUR WEBHOOK SYSTEM URL",
"authentication": {
"type": "ApiKeyAuthentication",
"header": "ADD HERE YOUR HEADER",
"token": "ADD HERE YOUR HEADER TOKEN"
}
2
"format": "Default",
"type": "Shipment",
"service": "ADD HERE THE SERVICE",
"events": [
"Transit", "Delivered", "Pre-Transit", "Failure", "Unknown"
1
"shipmentIDs": ["ADD HERE YOUR SHIPMENT ID"]

Example on Postman:

https:/{api-eu.dhl.com/tracking/pus|

- “Default”,

fv1/subscription

GraphQL  JSON

e2-436b-97d6-1078bb7de389",



POST call:
Create a subscription

by account ID

> Youwill geta
“subscription ID” and
a “secret”

POST call:
Create a subscription

by shipment ID

- You will geta
“subscription ID” and
a “secret”

POST call:

Activate a subscription
with the subscription
ID and the secret

2 You will get a pre-
approval message, still
need a business
approval

POST call:

Activate a subscription
with the subscription
ID and the secret

= Your subscription is
now activated

2a

WEBHOOK SETUP PER ENDPOINT

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

Send arequest to the
business to activate
your Account ID
subscription

= You will need to
provide your
subscription ID

Receive push
messages

- Every time thereis a

new event of the

2b

The business approves
your request

= You will receive a
webhook message
confirmation of
subscription ready for
notifications

shipment, a new push
message will arrive to

the Webhook system

N
;

/ 4 —
Group

Receive push
messages

= Every time thereis a
new eventofa
shipment related to the
account, a new push
message will arrive to
the Webhook system



CREATE A SUBSCRIPTION
BY ACCOUNTID
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CREATE SUBSCRIPTION BY ACCOUNTID

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

The Parameters define variable elements of a URL path when calling an API. They can be query parameters, headers, or request body.
Different to regular APIs, our parameters won’t be filled in at the “Parameters” section, but directly editing the “Body” and URL of the call.

POST v https://api-eu.dhl.com/tracking/push/v1/subscription

Params  Authorizat ieaders (9)  Bodye  Pre-request Scrip
Query Params

Key Value

\ Note that the “Params”

section is empty.

DHL-API-Key

Remember to fill in the API /

key in the “Headers” section

Please note:
API Key # Webhook URL # Secret # accountID # shipmentID # subscription ID

r—=) 7/ 4
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1

POST

Params

none

S SRR

[SERT-I -

e el =
MW R

1

¥

Create the subscription

The hook URL must be
replaced with the webhook
system. Refer to slide 8

v https://api-eu.dhl.com/tracking/push/v1/subscription

Authaorization Headers (9) Body ® Pre-request Script Settings
. The service value must be
form-data x-www-form-urlencoded raw binary GraphQL JSON ~ A .
replaced. Possible options:
sameday, dgf,
"haok": § ecommerce-europe, parcel-uk

I,
"format": "Default”,
type": "Account"

'service":] "express",
—

‘events": - The accountID must be
"Transit"”, "Delivered", "Pre-Transit", "Failure", "Unknown" I’eplaced. This value should

]

, —_—— be known by the customer.
‘accountID”: I "123456"



CREATE SUBSCRIPTION BY ACCOUNTID

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

2 Body Cookies Headers (15) Test Results @ sStatus: 201 Created Time: 441ms Size: 8888 [F) S4

This how the response from the API will
Pretty Raw Preview Visualize JSON v = look like after Creating a request to

11 e o create a subscription by Account ID
2 "self": "https://api-eu.dhl.com/tracking/push/v1/ 5Lb5c11pt13q’5@bed@c5 2d21-40a2-8169-97df1134£a87"
3 "scope": "subscription.create", e =
4 “expires”: "2024-01-28T20:19:03.363038311Z", . L o
5 "note": "Subscription request created." This is the SUbSC”ptlon |D, it will
5 1 also appear in the hook website
Request Details Permalink Raw content Copy as » Headers
3 hitps://webhook sile/eb07b7a3-cafc-4cl5-a24c-5468be2428eb connection close
Host 34.107.84.18 W Shodan Netify Censy host webhook.site .
Date 01/23/2024 9:19:03 PM (23 minutes ago) contenttype application/json This how the response from the
Size 258 bylos dhl-api-hook-secret  TwXZemrmD7q88y718mhSwk AP| Wlll look l,ke ,'n the Webhook
Time 0.000 sec correlation-id d2acbc90-b846-4fcl-basd-@6caldceedal f .
ID 99a38202-d505-40ce-a69b-bbabb792417d content-length 258 SVStem after Creat’ng an
o ) Account ID subscription request
uery strings Form values
(empty) (empty)
Files
Raw Content Format JSON Word-Wrap  Copy
: — This is the subscription ID, it will need to be
": "https://api-eu.dhl. ccm/trucking/push/vl/subscriptwnlsebedﬂcs-2d21-4802-8169-97dF1134Fa8?”,I pro\/ided when acti\/ating the subscription
: "subscription.validate" — — — — —
2024 - 2B TS | Q33630383112
TvXZemrmD7q88y718mhswk" J—— - « ” . L PP
: Lmrmnm-am fken provided.” This is the secrgt for this sub.scrl.ptlon request, it Wlll
¥ ~" need to be provided when activating the subscription

r—=) 7/ 4
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CREATE SUBSCRIPTION BY ACCOUNTID

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

4 Activate a subscription

POST v

Params Authorization

LUl Leny U

POST v https://api-eu.dhl.com/tracking/push/v1/subscription/50b/ Host

User-Agent

Params Authorization Headers (9) Body Pre-request Script T

Query Params Accept

Key Value Accept-Encoding

Connection

J

[N < < I < <

Note that the “Params’ DHL-API-Key

section is empty.

Headers (9)

DHL-API-Hook-Secret

Body

https://api-eu.dhl.com/tracking/push/v1/subscription/50bed0c5-2d21-40a2-8169-97df1134fa87

Pre-request Script

(5]

®

®©|le | 6|6

The subscription
ID obtained
before must be
filled in here, in
the URL section

|/

Tests  Settings

v

The “secret” value

<calculated when request is sent>

PostmanRuntime/7.36.1 obtained before

o must be filled in
here, in the “DHL-

L ERIERET API-Hook-Secret”

keep-alive Section

IvXZemrmD7q88y7I8mhSwk The Secret you got as a messag)
— — — —

Remember to fill
in the APl key

https:/ideveloper.dhl.com > Usel

—>

Nothing else should be filled in the “Body” section, after
filling the subscription ID and the Secret, click on “Send”

y—= ).~/
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CREATE SUBSCRIPTION BY ACCOUNTID

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

This how the response from the APl will look like after
requesting to activate a subscription by account ID

This is the subscription ID, it will
also appear in the hook website

The activation of a subscription for an
account ID will require yet another
activation from an APl admin. To

5 Body Cookies Headers (15) Test Results @ Status: 202 Accepted Time: 834 ms Size: 916 B [ §
Pretty Raw Preview Visualize JSON v =)

1 1 e — — — — — — — —
2 "self": "https://api-eu.dhl.com/tracking/push/vl/subscriptiop/50bed@c5-2d21-40a2-8169-97df1134£fa87"
3 "scope": "subscription.activate",
4 "expires": "2025-01-22T722:05:51.523845584Z2",
5 "note":""Subscription activated, waiting for business approval." }
~ I e — — — — — — — — — — — —
6 %

_=DESEF

L A

Group

> complete this, please send the details to
the original ticket on the DHL Help Center
where you requested access to the API
(refer to slide 4)

&

Trying to repeat a call for the

activation of a subscription ID

and secret that has been sent
before will result in an error



CREATE SUBSCRIPTION BY ACCOUNTID

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

To activate subscription as admin (once you have completed
6 the requirements from step 0). You will simply need to add
the subscription ID in the URL and send the call on Postman

POST https:/fapi-eu.dhl.com/tracking/push/v1/admin/subscripfion/355f98dd-8124- 4d14-957e-de275 3121809 I
— — — — —
thorization ~ Headers (8)  Body  Pre-request Script  Tests  Settings Cookies
Headers 7 hidden
Key Value Description ws BulkEdit Presets

DHL-API-Key https://developer.dhl.com > User Dashboard t...

Body Cookies Headers (17) t Results @ status: 20

Pretty Raw Preview /isualize JSON =

subscription/355f98dd-6124-4d14-957e-de2753£21889",

Request Details

Permalink Raw content  Copy as = Headers

hitps/iwebhook. site/384¢ 3addBea’deb connaction close
Host 34.107.101.99 Neti Jens: v & hast webhook . site
Date 06/19/2024 10:20:18 AM (2 minutes ago) content-type application/json
Size 213 bytes correlation-id fe322dce-87ch-4a31-bfSh-1744
Time 0.000 sec content-length 213
D 247936d8-b803-4dd9-93d7-4c0ba3c48160

Query strings

Form values

(empty)

Raw Content Formal
{
self" s://api-eu.dhl. com/tracking/push/v1l/subscription/355f98dd-6124-4d14-957e-de2753f21809",
scope cription.ready”,
expir 025-06-19T08:20:11.8812",

"note”: "Subscription ready for notifications.”

AN

N

This how the response

looks on the API

r—=) 7/ 4
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This how the response looks on the
webhook system. If everything is
correct, the push messages will
startarriving as soon as there’s a
change in a related shipment




CREATE A SUBSCRIPTION
BY SHIPMENTID
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CREATE SUBSCRIPTION BY SHIPMENT ID

DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

1

POST v https://api-eu.dhl.com/tracking/push/v1/subscription
POST
Params  Authorizatio Headers (9) Body e  Pre-request Script
Query Params Params
Key Value
none
\ Note that the “Params” .
section is empty. 5
3
4
DHL-API-Key (API_KE 5
Remember to fill in the API / 7
key in the “Headers” section 8
g
10
Please note: 1
API Key # Webhook URL # Secret # accountID # shipmentID # subscription ID 12
13
14
15
16
17 3
18

r—=) 7/ 4
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Create the subscription

~ https://api-eu.dhl.com/tracking/push/v1/subscription The hook URL must be
replaced with the
Authorization Headers (9) Bodye  Pre-request Script Tests Settings webhook system.
‘ Refer to slide 8
form-data x-www-form-urlencoded @ raw binary Graph
"hook": { The service value must be

"uri” :I "https://webhook.site/384cd95f-30dc-4bch-bA65-64d46ea7d4es7" J

. e it
authentication":

replaced. Possible options:
sameday, post-de, parcel-de,

"type": "ApiKeyAuthentication",
"header": "HeaderTest", dgf, ecommerce-europe,
"token": "HeaderToken" parcel-nl, ecommerce-ppl,
Iy parcel-uk

3.

"format": "Default",

"type": ”Shipwt ‘,_

"service": |"parcel-uk"”,

— —
"events": [

The shipmentID must
~_bereplaced. This value
should be known by

the customer.

"Transit"”, "Delivered", "Pre-Transit”, "Failure”, "Unknown"

1. —_—
"shipmentIDs" :r[ "12345678”1.7
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Multiple shipments subscription request

Itis possible to create a shipment ID subscription
with up to 10 shipment IDs at the time.

Please note that all the shipments added in the
qguery must belong to the same service.

It's not possible to create a Shipment ID
subscription request for more than one service.
A new request must be made if there is the need
of subscribing for more than 10 shipments, or if
the shipments belong to different services.

r—=) 7/ 4
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Request example:
1
2 "hook":-{
3 “uri": "https://webhock.site/384cd95f-30dc-4bcb-bA65-64d46eaTdebT",
4 "authentication": {
5 "type" ! "ApiKeyAuthentication",
6 ‘header": "ApiKey",
7 "token": "zxF9VeLmeSwN"
8
9 k
1@ "format": "Default”,
11 type":- "Shipment",
12 5ex "1 "sameday",
13 "events": [
14 “"Transit"
15 1.
16 "shipmentIDs": [
17 "12345678",
18 "23456789",
19 "34567890",
20 "45673901"
21 "93528585
22 1
23
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@ Status: 201 Created Time: 219 ms  Size: 888 B

This how the response from the API will look
like in Postman after creating a request to

—_—— e —— — — — create a subscription by Shipment ID

\ This is the subscription ID, it will

also appear in the hook website

This how the response from the API
will look like in the Webhook system
after creating a Shipment ID
subscription request

2 Body Cookies Headers (15) Test Results &
Pretty Raw Preview Visualize JSON =S
1 4
2 "self": "https://api-eu.dhl.com/tracking/push/vl/subscriptior »’aa16f3e7—5f3274665—SSBS*BElbbebcbddf”,I
3 "scope": "subscription.create”,
a4 "expires": "2024-01-17T714:04:085.8108551587",
5 "note": "Subscription request created."
6 %
Request Details Permalink Raw content Copy as ~ Headers
Host 34.107.84.18  \ fy Cer host webhook. site
Date o1 124 3:04:08 PM (11 days ago) content-type application/json
Siza 25 dhl-api-hook-secrel  z1sxajZ2ZeqkBEzH3kSqme
Time 0.001 conalation-id 4c4€3306-cae3-466a-9048-2e5F 1860609
] 5b1a7cbe-fcba-4bbs-a1eb-2b5b2add7b08 content-length 258
Query stringe Form values
fematy) (empty)

Files

Raw Content

PRl -l Qe SULG5515377,
sxanEZeqk@EzHSkSq-nsL

B Formatson & word-wrap

—
"self": "h:tp;',‘;‘am-eu,dhl,ccmftr'n:lﬂmg,-‘pu:M/vlfsuhscmpnm;aalﬁﬁe?-5FBZ-%SS-ESSB-BStheh:bMF",
": "subscription.validate”, — — — — — —

This is the subscription ID; it will need to be
provided when activating the subscription

This is the “secret” for this subscription request, it will

“note”: "SmbEe-ipTen et STRken provided.”

r—=) 7/ 4
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~ need to be provided when activating the subscription
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4 Activate the subscription

POST v

Authorization

LUl Leny U

Params

POST v https://api-eu.dhl.com/tracking/push/v1/subscription/50b/ Host

User-Agent

Params Authorization Headers (9) Body Pre-request Script T

Query Params Accept
Key Value Accept-Encoding

Connection

J

[N < < I < <

Note that the “Params’ DHL-API-Key

section is empty.

Headers (9)

DHL-API-Hook-Secret

Body

https://api-eu.dhl.com/tracking/push/v1/subscripti

Pre-request Script

(5]

®

®©|le | 6|6

The subscription
ID obtained
before must be
filled in here, in
the URL section

_I/

/50bed0c5-2d21-40a2-8169-97df1134fa87

Tests  Settings

v

The “secret” value

<calculated when request is sent>

PostmanRuntime/7.36.1 obtained before

o must be filled in
here, in the “DHL-

L ERIERET API-Hook-Secret”

keep-alive Section

IvXZemrmD7q88y7I8mhSwk The Secret you got as a messag)
— — — —

Remember to fill
in the APl key

https:/ideveloper.dhl.com > Usel

\

Nothing else should be filled in the “Body” section, after
filling the subscription ID and the Secret, click on “Send”

y—= ).~/
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This how the response from the API will look like after

requesting to activate a subscription by Shipment ID.
This is the subscription ID, it will

also appear in the hook website

Body Cookies Headers (15) Test Results @ sStatus: 202 Accepted Time: 263 ms Size: 902B  [5) Save as example
Pretty Raw Preview Visualize JSON =
1 % — — — — — — — —
2 "self": "https://api-eu.dhl.com/tracking/push/vl/ SLbSC]_lDtl:IH /50cf%elf-00fe-4eae-9406-82900c229b13",
3 "scope": "subscription.activate" — — — — — — — — —
4 "expireg’;, "2024.07-21722:25;24, 30 329095747" The activation of a shipment ID is
5 note "Subscription activation request accepted. ﬂ usuallyautomatlcallyapproved

e

and will look like this.

Trying to repeat a call for the

activation of a subscription ID

and secret that has been sent
before will result in an error

= ) /4

A
Group
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6 Request Details Permalink Raw content Copyas~ Headers
https:/fwebhook.site/eb07b7e3-cafc-4ct5-a24¢-5468be2428eb connection close
Host 34.107.84.18 Whois Shodan Netify Gensys host webhook . site
Date 01/12/2024 2:00:50 PM (11 days ago) content-type application/json
Size 219 bytes correlation-id af8blb8d-79¢c9-44b9-a826-6/b8d63794c3
Time 0.000 sec content-length 219
1D 5031d91e-aabf-471e-84ee-13133dfd6ecf
Query strings Form values
(empty) (empty)
Fileg
Raw Content Format JSON Word-Wrap  Copy
{

"self": "https://api-eu.dhl.com/tracking/push/v1l/subscription/@0555f53-5827-44c8-9a6d-5963cab4@aes",
"scope": "subscription.ready"”,
"expires": "2024-07-10T13:00:49.7978171227",

"note" rSubscr'lptwn ready “For notlﬁcatwns_ Lo
, scription ready for notifications. J\ When a subscription has

been activated, it will be
shown like this

y—= ).~/
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CREATE SUBSCRIPTION BY SHIPMENT ID -
POSTAL CODE CHALLENGE

DHL SHIPMENTTRACKING-=UNIFIED PUSH API101 Here is the format of the Body with Postal Code Challenge:
{
"hook": {

"uri": "ADD HERE YOUR WEBHOOK SYSTEM URL",

"authentication": {
"type": "ApiKeyAuthentication",
"header": "ADD HERE YOUR HEADER VALUE",
"token": "ADD HERE YOUR TOKEN VALUE"

There is the possibility to add a “Postal Code }}
Challenge” in the body for shipments with "format": "Default",
service set as “parcel-de”. If added correctly, Jype': “Shipment’,
service": "parcel-de",
and the postal code matches the real one, "events": [
additional details will be dlsplayed "Transit", "Delivered", "Pre-Transit", "Failure", "Unknown"

1,
"shipmentIDsWithChallengeDetails": [
{
"shipmentID": "123456789",
"postalCode": "12345"
b
{
"shipmentID": "34567890",
"postalCode": "12346"
}
1
}
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Receiving notifications

The webhook system will receive notifications
when the status of a shipment has changed, for
example, when a parcel or a group of them
have completed the customs inspection.

&

The format of the message will be often
similar to what the source and business
unit sends to the regular UTAPI, only that
this time each event will be pushed
independently to the webhook system

r—=) 7/ 4
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}

]

"self": "https://api-eu.dhl.com/push/subscription/94d0131a-66b1-450d-82ac-4566b29c3dcl",

"scope": "subscription.push”,

"expires"; "2025-04-08T12:26:31.919Z",
"note": "Event push message”,
"shipments": [

}

"id":"7777777770",

"service": "express",
"status": {

}

"timestamp": "2023-03-02T07:53:47Z",
"location™: {
"address": {
"countryCode": "NL",
"postalCode™ "1043 AG",
"addressLocality": "Oderweg 2, AMSTERDAM"
}
}

tatusCode": "transit",

"status": "in customs”,

"description": "The shipment is pending completion of customs inspection.”,
"piecelds": [

"JD014600006281230701",

"JD014600006281230702",

"JD014600006281230703"
1

"nextSteps": "The status will be updated following customs inspection."
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GET Get subscriptions

This endpoint gets all subscriptions (account or shipment) related to an API key

GET v https://api-eu.dhl.com/tracking/push/v1/subscriptions
Params Authorization Headers (7) Body Pre-request Script Tests Settings
Postman-Token @ <calculated when request is sent>
Host @ <calculated when request is sent>
User-Agent @ PostmanRuntime/7.36.1
Accept @ **
Accept-Encoding @ gzip, deflate, br Only the API key must
be filled in at the
Connection @ keep-alive Headers section
. [ —— —
4 DHL-API-Key I {{API_KEY}}

r—=) 7/ 4
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DHL SHIPMENT TRACKING - UNIFIED PUSH API 101

GET Get subscriptions

This endpoint gets all subscriptions (account or shipment) related to an API key

2 GET v https://api-eu.dhl.com/tracking/push/v1/subscriptions GET ~ https://api-eu.dhl.com/tracking/push/v1/subscriptions
Params  Authorization ~ Headers (7) Body  Pre-request Script Tests  Settings Params  Authorization ~ Headers (7) Body  Pre-request Script Tests  Settings
Body Cookies Headers (15) Test Results @ Status: 200 OK  Time: 3 Body Cookies Headers (15) Test Results @ Status: 200 OK  Time: 349 ms  Size: 3.95 KB B Saw
Pretty Raw Preview Visualize JSON = Pretty Raw Preview Visualize JSON
v J
1
[ 64 I,
2 i 65 1
3 self": "https://api-eu.dhl.com/tracking/push/v1/subscription/d25c5b0a-a507 e ceorzes 0140033169974 E1134E05 7"
4 “scope”:["subscription.ready” . :
seep e i 67 scope”:
5 expires”: "2024-07-10T12:41:50.702Z", N .
R - . 68 expires
6 "note": "Subscription information.", . . e N
7 s s Default” 69 note": "Subscription i ’
Lowmets peraust . 70 "format": "Default”,
8 service": "ecommerce-europe’, . L M
71 service express’,
9 “hook": {
10 “Uri®: “hitps://webhook.site/eb87b7e3-cafc-AcT5-a2dc-5468be24286D 7 hookts T
uTi”: s://webhook.site/el e3-cafc-4cf5-a24c- & eb"”
" : - 73 "uri": "https://webhook.site b®7b7e3—caic—4:f5—5\24crw”
. 74 1.
12 “events': [
- e traneite 75 "events": [
pre- ?anﬁl - 76 “transit”,
14 “transit®, - Cgelivoradt
elivere A A q
15 “failure”, |
- e e Core-transit”, The response will display this format
6 elivered”, i e g A
17 P 79 “failure”, describing every single subscription
18 1, gi ; unknonn request and their status
19 “shi tIDs": i
shipmentIDs”: [ 22 "accountID": "Bhgly"
20 "1JD149990200058441261" a3 3
21 ] an B
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GET

Get subscription details

This endpoint gets all subscription details related to one subscription ID, be it an account or a shipment

1 GET v

Params Authorization
Key
Postman-Token
Host

User-Agent
Accept
Accept-Encoding

Connection

(BB BN < BN < <

DHL-API-Key

r—=) 7/ 4
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Headers (7)

Body

hitps://api-eu.dhl.com/t racking!pusnfvh’subscriptiolﬁfa?mad9-7468-4085-83131 -2c0660f6d440

Pre-request Script Tests Settings
Value

® <calculated when request is sent>

@ <calculated when request is sent>

@ PostmanRuntime/7.36.1

@

® gzip, deflate, br

@ keep-alive

Description

hitps://developerdhl

«== Bulk Edit

The subscription ID
must be filled in at
the URL section

Don't forget to fill

om > User Dz

~ inthe API key
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GET

r—=) 7/ 4
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Get subscription details

GET v https://api-eu.dhl.com/ftracking/push/v1/subscription/fa’alad9-7468-4085-8ab1-2c0660f6d440
Params Authorization Headers (7) Body Pre-request Script Tests Settings
DHL-API-Key S {{API_KEY}} https://developer.dhl.com > User Dz
Body Coockies Headers (15) Test Results @ Status: 200 OK Time: 199 ms  Size: LOSKB  [F) Savq
Pretty Raw Preview Visualize JSON v =
1
2 "type": "Shipment",
3 "self": "https://api-eu.dhl.com/tracking/push/vl/subscription/fa7alad9-7468-4085-8abl-2c0660f6d440",
4 "scope": "subscription.ready",
5 "expires": "2024-07-10T13:00:04.443Z",
6 "note": "Subscription information.",
7 "format": "Default”,
8 "service": "ecommerce-europe”,
9 "hook": {
10 “uri": "https://webhook.site/eb®7b7e3-cafc-4cf5-a24c-5468be2428eb”
11 i
12 "events": [
13 "pre-transit",
14 "transit”,
15 "failure",
16 "delivered",
"unknown™

17

Similar to what has been
shown before for the endpoint
to get all subscriptions, this is

how the response look for a
single subscription

The APl will also send an event
to the webhook system, but
the information provided there
has little relevance
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DEL Delete subscription

This endpoint deletes a subscription, be it account ID or shipment ID

https://api-eu.dhl.com/tracking/push/v1/subscri ptll\:’53ﬂ15116-6639-12‘(1-ac.15-3634‘0-120(]39
— — — — S—

1 DELETE hd

Params  Authorization  Headers (8)  Body  Pre-requestScript  Tests  Settings Cookies
Postman-Token @ <calculated when request is sent>
Host @ <calculated when request is sent>
User-Agent @ PostmanRuntime/7.36.1
Accept @
Accept-Encoding D gzip, deflate, br
Connection @ keep-alive
— —
DHL-API-Key I ps://developer.dhl.com > User Dashboard t..
—
— — —
DHL-API-Hook-Secret I yd3tk85FYQQg)Yy7pl IRMw
—

r————

@ Status: 204 No Comen\JTme 239 ms Size: 658 B
e — — —

\

Cookies Headers (14) Test Results

2 Body

Pretty Raw Preview Visualize
———— e e e B e e

PR S
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The subscription ID must be
filled in at the URL section

Remember to fill in your API key

The “secret” value obtained before must be filled
in here, in the “DHL-API-Hook-Secret” section

Nothing else must be filled or changed. The
“Body” section is empty

If everything goes well, the response of
the APl is an empty line and a 204 code
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DEL Delete subscription

3 Request Details Permalink Raw content Copyas~
hittps://webhook.site/83a5b616-6d96-4597-be9a-3d05c100dadc
Host 34.107.84.18  Whois Shodan Netify GCensys
Date 01/26/2024 1:20:57 PM (6 minutes ago)
Size 197 bytes
Time 0.001 sec
ID cd11a865-64ad-43c8-badi-8i29efec4106

Query strings
(empty)

Files

Raw Content

Headers
connection
host
content-type
correlation-id

content-length

Form values

(empty)

close
webhook.site

application/json

efcdb2b6-bbed-4acc-9142-03db,

197

Format

"self": "https://api-eu.dhl.com/tracking/push/vl/subscription/5301511c-6689-42fd-ac45-3604f04200a9",

{
"scope": "subscription.remove",
"expires": "2024-@7-24T12:18:54.95Z",
"note": "Subscription removed."

H

r—=) 7/ 4

Group

Different to the API
response, the webhook
system will display a
notification with more
details in it.

This notification contains
information like the
subscriptionID,
confirmation of the
subscription removal, etc.



RESPONSE CODES
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The server acknowledges a The server completed the The client must perform The API request failed with

request. request as expected. further actions to the information provided
complete the request by the client. E.g. this
successfully. could mean that a

parameter was missing or
no valid APl key provided
with the request.

Such errors can usually be
handled programmatically.

Source: https://apidocs.whitehatsec.com/whs/docs/error-handling

* 200 - OK: The response was successfully completed.

* 401 - Unauthorized error: The user doesn’t have the right credentials to do the call (API key is wrong, Endpoint is wrong).

* 404 - Not found: The system didn’t find the requested call. Something can be wrong with the URL, or the shipment ID is not supported/doesn’t exist.
* 429-Too many requests: The user attempted to do more calls than possible, either with spike arrest or daily quota limit.

* 500 - Internal server error: Something is wrong with the APl systems.

* 504 - Gateway Timeout error: The API spent too much time looking for a request and didn’t find anything before timing out.

y 7/ 4
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